] UBND TINH HA NAM CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Déc 1ap - Tw do - Hanh phiic

Sby419 /STTTT-BCVTCNTT Ha Nam, ngay ,, thang , nam 2022

V/v 16 hong bao mat anh huong cao va
nghiém trong trong cac san pham Microsoft
cong bo thang 4/2022

Kinh guri:
- Van phong Tinh ity Ha Nam;
- Céc s0, ban, nganh, co quan, doan thé cua tinh;
- UBND cdc huyén, thi xa, thanh phé.

Can cir Cong van s6 508/CATTT-NCSC ngay 13/4/2022 ciia Cuc An toan
thong tin, B6 Thong tin va Truyén théng vé 16 hong bao mat anh hudng cao va
nghiém trong trong cac san pham Microsoft cong b thang 4/2022;

Nham ting cudng cong tac biao dam an toan, an ninh thong tin, dic biét 1a
bao vé cac hé thong théng tin ctia cac co quan, don vi trén dia ban tinh, S& Thong
tin va Truyén thong d€ nghi cac co quan, don vi:

- Kiém tra, ra soat, xac dinh may st dung hé diéu hanh Windows c6 kha nang
bi anh hudng. Thuc hién cap nhat ban va kip thoi dé tranh nguy co bi tan cong.
(Chi tiet tai phu luc kem theo).

- Ting cudng giam sat va san sang phuong an xu 1y khi phat hién co
dau hiéu bi khai thac, tdn cong mang; dong thoi thuong xuyén theo ddi kénh canh
bao cua cac co quan chic nang va céac t6 chuc 16n vé an toan thong tin dé phat
hién kip thoi cac nguy co tin cong mang.

Dau mdi lién hé, hd tro:

- S& Thong tin va Truyén théng (Trung tam Cong nghé thong tin va Truyén
thong - Bo phan thuong true Poi Ung ctru su ¢ an toan thong tin mang tinh Ha
Nam). Pién thoai: 0226.3846333. Email: ttcntt@hanam.gov.vn

- Trung tdm Giam sat an toan théng tin mang qudc gia (NCSC), Cuc An toan
thong tin. Dién thoai di dong: 0243.2091616. Email: ais@mic.gov.vn./.

Noi nhén: KT. GIAM POC
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419/STTTT-BCVTCNTT 20/04/2022

Phu luc

THONG TIN VA HUONG DAN KHAC PHUC CAC LO HONG BAO MAT

(Kém theo Céng vin so

ISTTTT-BCVTCNTT ngay

| 12022

ciia 86 Théng tin va Truyén théng Ha Nam)

1. Théng tin vé cac 15 hong

STT

CVE

Mo ta

Link tham khao

CVE-2022-26809

- Diém CVSS:
(Nghiém trong)

- L3 hong trong RPC
Runtime Library cho
phép ddi tuong tan cong
thuc thi ma tir xa voi dac
quyén cao trén hé théng
bi anh hudng.

- Anh huong: Windows
7/8.1/10/11, Windows
Server
2008/2012/2016/2019/2
022.

9.8

https://msrc.microsoft.com/
update-
guide/vulnerability/ CVE-
2022-26809

CVE-2022-24491

- Diém CVSS:
(Nghiém trong)

- L& héng  trong
Windows Network File
System cho phép dbi
tuong tan cong thuc thi
mi tr xa voi dic quyén
Cao.

- Anh huong: Windows
8.1/10/11, Windows
Server 2012/2016/2019.

9.8

https://msrc.microsoft.com/
update-
guide/vulnerability/ CVE-
2022-24491

CVE-2022-24497

- Diém CVSS: 9.8
(Nghiém trong)

- L& héng  trong
Windows Network File
System cho phép dbi
tuong tan cong thuc thi
ma tu xa.

- Anh huéng: Windows
8.1/10, Windows Server
2012/2016/2019/2022.

https://msrc.microsoft.com/
update-
guide/vulnerability/CVE-
2022-24497

CVE-2022-26815

- biém CVSS: 7.2 (cao)
- L& héng trong
Windows DNS Server
cho phép ddi twong tin
cong thyc thi ma tir xa.

https://msrc.microsoft.com/
update-
guide/vulnerability/CVE-
2022-26815
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STT

CVE

Mo ta

Link tham Kkhao

- Anh huong: Windows
Server
2008/2012/2016/2019/2
022.

CVE-2022-26904

- biém CVSS: 7.9 (cao)
- L& héng trong
Windows User Profile
Service cho phép dbi
tuong tan cong thuc hi¢n
nang cao dic quyén. L3
héng nay da c6 ma khai
thac cong khai trén
Internet.

- Anh huoéng: Windows
7/8.1/10/11, Windows
Server 2008/2012/2016.

https://msrc.microsoft.com/
update-
guide/vulnerability/ CVE-
2022-26904

CVE-2022-26919

- biém CVSS: 8.1
(Cao)

- L3 hong trong
Windows LDAP cho
phép ddi tuong tan cong
thuc thi ma tir xa.

- Anh huong: Windows
8.1/10/11, Windows
Server
2008/2012/2016/2019/2
022.

https://msrc.microsoft.com/
update-
guide/vulnerability/ CVE-
2022-26919

CVE-2022-24521

- Piém CVSS:
(Cao)

- L& héng trong
Windows Common Log
File System Driver cho
phép ddi tuong tan cong
thuc hién nang cao dic
quyén.

- Anh huong: Windows
7/8.1/10/11, Windows
Server
2008/2012/2016/2019/2
022.

7.8

https://msrc.microsoft.com/
update-guide/en-
US/vulnerability/ CVE-
2022-24521

2. Hwéng din khic phuc

Bién phap tdt nhat dé khéc phuc 13 cap nhat ban va cho cac 16 héng bao mat
noi trén theo hudng dan cua hang. Cac co quan, don vi tham khao céc ban cap nhat
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phul hop cho cac san pham dang sir dung tai link nguon tham khéo tai muyc 1 cta
phu luc.
3. Nguon tham khao
https://msrc.microsoft.com/update-guide/releaseNote/2022-Apr

https://www.zerodayinitiative.com/blog/2022/4/11/the-april-2022-security-
update-review
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